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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Virginia Fraud Alert: Bad News — But Some Good News — On ID Fraud Trends

e Scammers Taking Advantage Of High Energy Bills

¢ FBI to Remote Workers: Be Careful of This Easy-to-Miss, Costly Scam

» ‘He Kept Winning My Confidence:” Couple Loses $21,000 From Social
Engineering Scam

e Scam Alert: BBB Warns Of New Job Interview Scam Involving Messaging
App, Personal Information

e Scam Of The Week — The Keep-It-Simple Scam

¢ Legislation To Help Fight Cybercrime Set To Be Law

This is an open-source product. Redistribution is encouraged.
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https://www.nbc12.com/2022/05/04/scammers-taking-advantage-high-energy-bills/
https://www.pcmag.com/news/fbi-to-remote-workers-be-careful-of-these-easy-to-miss-costly-scams
https://www.nbc12.com/2022/04/21/he-kept-winning-my-confidence-couple-loses-21000-social-engineering-scam/
https://www.wilx.com/2022/04/29/scam-alert-bbb-warns-new-job-interview-scam-involving-messaging-app-personal-information/
https://www.kellerschroeder.com/news/2022/05/scam-of-the-week-the-keep-it-simple-scam/#:~:text=In%20a%20new%20scam%2C%20cybercriminals,emails%20could%20not%20be%20delivered.
https://bigislandnow.com/2022/03/29/schatz-legislation-to-help-fight-cybercrime-set-to-be-law/

- Tools and Resources -

Resource | Scam Tracking Map

AARP Fraud Watch Network
Scam-Tracking Map

No matter where you live, fraud is never
far away. Protect yourself and others by
reporting a scam, or searching for
existing scams near you. Just enter your
zip code and the map shows you fraud
schemes that people reported in your
area. You can also type in keywords to
see if there have been similar scams.

Center Homepage

Click Here

View Virginia Fusion

Article | NBC 12

How To Tell You’re Being
Phished And 9 Other
Common Online Scams To
Watch Out For

The internet can feel packed with scams
sometimes, especially for anyone who’s
had their credit card or other information
stolen. But most scams fall into a small
variety of types that are easy to identify
and avoid once you know about them.

Observe Suspicious
@ Activity?

Report Online

Not a VFC Shield Member?
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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